CS197U: A Hands on Introduction to Unix

Lecture 8: Network Basics!

Tian Guo!
University of Massachusetts Amherst — CICS



Reminders

" Assignment 4 is due on Oct 15. !

" Let me know if you’re skipping this. !

" No Class on Oct 13 (Monday Schedule) !

" No Office hours on Oct 15. (Out of Town) !

" A guest lecture on system administration!

" Assignment 5 is going to be posted soon. !

" Due In two weeks on Oct 22.



Last time

" Programming in Linux !

" Subversion control (SVN) !
" svn checkout, add, list !

" svn commit, update, revert!

" Advanced Vim!

" Vim: command (normal) mode and insert mode !

" Login command !

" Terminal/process detachment: screen/ nohup!

" cron job setup



Today

Review of SVN, Demo of using cron!
Other useful commands !

Network configuration !

" Your own network interfaces !

Basic network debugging !

" Tracking a remote site



Subversion Commands
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Cron Demo

" Step 1: Login to elnux4.cs.umass.edu !

" Step 2: Edit the cron file by “crontab -e” !
elnux4 ~) > crontab -e
no crontab for tian - using an empty one
" Step 3: Add one cron job !
" By default, edlab uses Emacs as the editor !

" use ctrl+x+s to save changes !

" use ctrl+x+c to quit !

" Example:
#m h dom mon dow command
* =

* * * sh /home/tian/create file.sh



http://elnux4.cs.umass.edu

Cron Demo

" Step 4: Check to see the list of cron jobs !

" use “crontab -I” command !

" Step 5: Check if it works

tian@tian-lubuntu:~% 1ls -1
20151008x1308. txt
20151008x1309. txt
20151008x1310.txt
20151008x1311.txt



Display Forwarding

" Use ##'"HV flag to forward the graphics from programs to your local machine!

" H#H#"HV username@elnux.cs.umass.edu!

" Example!
" When you open Matlab, the GUI version displays!

" Try typing gedit, a text editor window will pop up

@ X11 Applications Edit Window Help

00 \ Untitled Document 1 - gedit

yocuments Help

& >

Print Undo Redo Cut Copy Paste Find Replace

Untitled Document 1
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mailto:username@elnux.cs.umass.edu

?GFF

¥ ?GFF'- compares two files!

¥ ?GFF'OFGO(W!"OFGIO(X!

" Output shows lines that appear in one file and lines numbers in both files

tian@monster F2015-197U cat filel.txt
abC

efg

tian@monster F2015-197U cat file2.txt
abc

hij

tian@monster F2015-197Udiff filel.txt file2.txt
2C2 D

< efg

> hij
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K#D%&

" Synchronizes files and directories!

locally or across a network!

" great for backing up files!
" KEDW& " H>SY""'0#*+K&(1"0?(#,G%>,G*%!"
H>"archive!
" H$"verbose!

HY"compress!

" H@Show progress and keep partially transferred files!
" Resume from partial transfer possible!
' --delete to reflect deletions in source in the destination directory!

' Only copies files that change after first backup, much faster
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K#DYE (=*"Z"9*&>9"

" What happens if | do? !

" rsync -avz filel.txt file2.txt!

tian@monster F2015-197Ursync —avz filel.txt file2.txt
sending incremental file list
filel.txt

sent 96 bytes received 31 bytes 254.00 bytes/sec
total size 1s 9 speedup 1is 0.07

" What is the the content of filel.txt and file2.txt now? !

" file2.txt has the same content as of filel.txt
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K#DYGET (=*"Z"K (=*,("

" What happens if | do? !

rsync -avz filel.txt elnux.cs.umass.edu:~/!

tian@monster F2015-197U  rsync —avz filel.txt elnux.cs.umass.edu:~/
sending incremental file list
filel.txt

sent 96 bytes received 31 bytes 254.00 bytes/sec
total size is 9 speedup 1is 0.07

" What is in my EdLab home directory now? !

" A copy of filel.txt!

" If you change filel.txt locally, and run the above rsync command, what happens? !

" Transfer the change to the EdLab machine
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Today

Network configuration !

" Your own network interfaces !

Basic network debugging !

' Tracking a remote site



Your network configuration — as root

" Network Interface = network card!

" A lot of networking config utilities start with “if !

" ifconfig - print or adjust network interface settings!

ethO = primary/default Ethernet network interface!

wlan0 = wireless networking interface!

" lo = local loopback (this machine) - used for debug!

" ifconfig INTERFACE up/down = connect/ disconnect a network card!

" Run using sudo "

" Be careful if you are logged in remotely!!

" Can monitor network statistics:!

" cat /proc/net/dev



Your network configuration - ifconfig

tian@tian-lubuntu:~$ ifconfig
Ethernet Interface  ethe Link encap-~ Hwaddr 08:00:27:62:fb:71

inet6 addr~{e80::a00:27ff:fe62:fb71/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:29079 errors:0 dropped:0® overruns:0 frame:©

TX packets:7770 errors:0 dropped:© overruns:0 carrier:©
collisions:® txqueuelen:1000

RX bytes:28134612 (28.1 MB) TX bytes:490048 (490.0 KB)

Local host lo Link encap-~ S
inet addK:127.0.0.1 )Mask:255.0.0.0
inet6 addr—= 3~Scope:Host
UP LOOPBACK RUNNING MTU:65536 Metric:1
RX packets:472 errors:0 dropped:® overruns:0 frame:©
TX packets:472 errors:0 dropped:® overruns:0 carrier:0
collisions:® txqueuelen:©
RX bytes:38620 (38.6 KB) TX bytes:38620 (38.6 KB)



INnternet structure: network of networks

" a packet passes through many networks!

‘ SP
Tier 1 ISP

Tier 1 ISP



|P addressing

" IP address: 32-bit identifier 223.1.1.1
for host, router interface ! g— 23124 b
= e

223.1.1.4 223.1.2.9

e

- 223.1.3.27 _b
n ! - 223.1.1.3
router’s typically have 223.1.2.2°%

multiple interfaces!

" interface: connection 223.1.1.2 q
e ——

between host/router and
physical link!

" host typically has one or two
interfaces (e_g_, Wired |223.1.3.1 | 223.1.3.2
Ethernet, wireless 802.11)! D

"’ <
" IP addresses assocjated 223.1.1.1= 11011111 00000001 00000001 qooooom

with each interface 293 1 1 1



|P addresses: how to get one?

Q: How does host get IP address?!

" Static : hard-coded by system admin in a file!

' Edit file: /(,&/%(,M*K)/G%,(KF>&(#" (other Linux dist.: /etc/rc.config)!

" Dynamic: Dynamic Host Configuration Protocol (DHCP)!
' host broadcasts “DHCP discover” msg!
' DHCP server responds with “DHCP offer” msg!
" host requests IP address: “DHCP request” msg!
' DHCP server sends address: “DHCP ack” msg !

' Usually in the form of 192.168.x.x



Today

Review of SVN, of using cron!
Other useful commands !

Network configuration !

" Your own network interfaces !

Basic network debugging !

" Tracking a remote site



Network Utllities

" EG%Jtest if a remote host is reachable and measure packet round trip time

tian@monster crawl-dist’"ping www. google com

PING www.google.com (192.189.138.237): 56 data bytes

64 bytes from 192.189.138.237: icmp_seqg= 0 tt1=59 time=1.246 ms
64 bytes from 192.189.138.237: icmp_seqg=1 tt1=59 time=1.469 ms
64 bytes from 192.189.138.237: icmp_seq=2 tt1=59 time=1.922 ms
64 bytes from 192.189.138.237: icmp_seqg=3 tt1=59 time=23.672 ms
64 bytes from 192.189.138.237: icmp_seq=4 tt1=59 time=67.404 ms
64 bytes from 192.189.138.237: icmp_seqg=5 tt1=59 time=1.485 ms
~C

——— www.google.com ping statistics ——

6 packets transmitted, 6 packets received, 0.0% packet loss
round-trip min/avg/max/stddev = 1.246/16.200/67.404/24.285 ms

" "#, :convert host names to IP addresses and vice versa

tian@monster crawl-dist ' "host www.cCS.umass.edu
www.CS.umass.edu has address 128.119.240.84
www.CS.umass.edu mail is handled by @ barramail.cs.umass.edu.
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Network Utllities

" "#, :convert host names to IP addresses and vice versa

tian@monster crawl—-dist . host www.CS.umass.edu
www.CS.umass.edu has address 128.119.240.84

www.CS.umass.edu mail is handled by @ barramail.cs.umass.edu.
.

N "2 AL e

tian@monster crawl-dist’host 128.119.240.84
84.240.119.128. in-addr.arpa domain name pointer cics.umass.edu.



Network Utllities

" K>&(K*+,( : display the path and measure the transit delay of packets!

' 3 round trip time measurements for each hop !
' You might need to install traceroute as a sudoer !
" Will need this for your assignment-6

tian@monster crawl-dist’traceroute 8.8.8.8
traceroute to 8.8.8.8 (8.8.8.8), 64 hops max, 52 byte packets

1 gw-vlan-2451 (128.119.245.1) 2.603 ms 2.541 ms 2.219 ms

2 10.119.240.254 (10.119.240.254) 1.391 ms 1.417 ms 1.388 ms

3 128.119.3.33 (128.119.3.33) 1.332 ms 1.363 ms 1.428 ms

4 corel-rt-ae-0.gw.umass.edu (128.119.0.234) 1.629 ms 1.360 ms 1.378 ms

5 border2-rt-xe0-1-0.gw.umass.edu (192.80.83.110) 1.501 ms 1.344 ms 1.378 m
S

6 borderl-rt-ael.gw.umass.edu (192.80.83.96) 1.268 ms 1.290 ms 1.556 ms

7 nox300gwl-v1-534-nox-umass—am.nox.org (207.210.142.241) 4.265 ms 4.286 ms
4.689 ms

8 et-5-0-0.120.ny0@.tr-cps.internet2.edu (198.71.47.57) 8.519 ms 9.037 ms 8.
792 ms

9 % % %

10 209.85.244.147 (209.85.244.147) 8.548 ms
209.85.244.151 (209.85.244.151) 8.657 ms
209.85.244.157 (209.85.244.157) 8.543 ms
11 google-public-dns-a.google.com (8.8.8.8) 8.276 ms 8.182 ms 8.535 ms




